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ABSTRACT

Reliable operation of cyber-physical systems such as Power Trans-
mission and Distribution Systems is critical for the seamless func-
tioning of a vibrant economy. These systems consist of tightly
coupled physical (energy sources, transmission and distribution
lines, and loads) and computational components (protection devices,
energy management systems, etc). The protection devices such as
distance relays help in preventing failure propagation by isolat-
ing faulty physical components. However, these devices rely on
hard thresholds and local information, often ignoring system-level
effects introduced by the distributed control algorithms. This leads
to scenarios wherein a local mitigation in a subsystem could trigger
a larger fault cascade, possibly resulting in a blackout. Efficient
models and tool that curtail such systematic failures by performing
fault diagnosis and prognosis are therefore necessary.
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Our approach uses Temporal Causal Diagrams (TCDs) to diag-
nose faults in cyber-physical energy systems. A Temporal Causal
Diagram is a behavior augmented temporal failure propagation
graph model. It is an amalgamation of Temporal Failure Propa-
gation Graph (TFPG), that captures the propagation of failure in
physical components and Timed Triggered Automaton (TTA) that
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describes the behavior of discrete devices in nominal and faulty
conditions. A TCD model relates the failure identification and prop-
agation to different states of protection devices while accounting
for constraints imposed by communication delays and operating
conditions. The TCD model for a substation can be generated from
the system topology involving transmission lines and protection de-
vices. System TCD model is formed by connecting substation TCD
models. The TCD based diagnosis system is hierarchal. The lower
level uses local discrete event diagnosers, Observers, to hypothesize
about the states and faults in physical and cyber components. A
higher level reasoner produces system level hypothesis based upon
the output of local observers. The approach does not involve com-
plex real-time computations with high fidelity models, but reasons
using efficient graph algorithms to explain the observed anomalies.

TCD prognostics uses two methodologies to predict fault pro-
gression. One method uses a two-step process wherein the first step
involves traversing the failure graph from the fault to list secondary
effects. The second step uses tools such as power flow solvers or
demand response predictors to incorporate the changes resulting
from the secondary effects into the TCD model. These steps are
repeated until no secondary effects are seen or a blackout criterion
is met. The convergence speed of this method depends upon the
size of the graph and time taken by tools to complete their analysis
at every step. The second method enables fast lookup of fault effect
propagation by compiling the simulation results of a number of pre-
screened critical blackout causing component outages into compact
data structures like Binary Decision Diagrams. TCD prognostics
engine also suggests optimal system reconfiguration actions for
arresting critical cascade causing component outages. The TCD
diagnostics and prognostics approach is applicable to any resilient
CPS that includes supervisory controllers that arrest propagation
based upon local information without considering system-wide
effects. The main contribution of our work lies in describing the
TCD formalism, generation of TCD models from system specifica-
tions and presenting a robust diagnosis as well as prognosis engines.
In order to show the validity of our approach, standard IEEE 14 bus
system is used.
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